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	PURPOSE OF REPORT:


	The purpose of the paper is to make the CCG Partnership Board aware of the new Data Protection legislation (GDPR) that comes into force on the 25 May 2018.  
Many of the GDPR’s main concepts and principles are much the same as those in the current Data Protection Act.  The Regulation strengthens the principles of data protection by putting more focus on accountability and security.  Organisations processing personal data will not be obliged not only to comply with the new law, but also to demonstrate that they have complied.  This is an important and significant shift change from passive to active compliance. 

Data protection law covers both patients/service users and staff information and the organisation will need to ensure compliance. 

This briefing is to provide key actions we need to consider and prepare sufficient time to implement changes with the support from eMBED IG Team.

Key actions:- 

· Awareness: - everyone in the organisation should be made aware of GDPR and the impact this is likely to have.  
Action: - The CCG timeout in October will be a dedicated awareness session focussing on changes and implementation of GDPR, and everyone’s requirements in relation to Data Protection, Reporting Breaches, Good Records Management, Information asset register and policies/procedures.  This will be open invite to board/lay members.
· Information we hold: - Comprehensive records must be kept of all data processing activities – organisation must be able to show accountability and prove compliance.  Action – A full review of the CCG Information Asset Register (IAR) will commence August with support from eMBED IG Team with a focus on accountability/ consent.
· Legal basis/consent for processing personal data: - Tighter rules applied.  Action: - Review and identify legal basis for carrying out the processing of legal data.  How we are seeking, obtaining and recording consent and whether we need to make any changes.  This will form part of the Information Asset Register/Data Flow review process.  

· Data Protection Privacy Impact Assessments (PIA): - new obligation to carry out privacy impact for all new processes and systems that contain personal data.

Action:-  eMBED IG Team to work with the CCG on the implementation and awareness of PIA’s.
· Data Protection Officer:-  Appointment of Data Protection Officer(DPO) mandatory for all public authorities.  The Data Protection Officer should have a good understanding of the organisations business and how it processes personal data.
Action:-   The CCG will need to appoint a DPO, the role may be shared by multiple organisations that are ‘public authorities’.   DPO should report to the board, and operate independently.

· Children’s data:- special rules around profiling and use of children’s data. verify individuals’ ages and to gather parental or guardian consent for the data processing activity if  under 13.

Action:-  IG eMBED to work with the relevant teams to identify if there are any areas where consent for children is required, to ensure meets GDPR requirements and National Guardian Report (when released).
· Data breaches: - Duty one everyone within the organisations to report data breaches via the CCG incident reporting processes.  Certain types of data breach must be reported to the relevant authority (e.g. ICO) and in some cases to the individuals affected where the breach is likely to result in a risk to the rights and freedoms of individuals
Action: - Awareness to be raised as part of the CCG timeout awareness session. Changes to reporting timescales & fines.  The CCG quality team to continue with incident awareness reporting.
A GDPR action plan has been prepared (forms part of the overall IG work plan) – please refer appendices section of this report for copy of the plan. The CCGs Corporate Governance Officer and eMBED IG lead will be working together with the support from the CCG SIRO and Information Governance Lead.  Some areas of work can be started immediately and new processes should be introduced as quickly as possible to allow staff time to adapt to new working methods.to ensure the CCG is ready and prepared for the implementation of GDPR in advance of 25 May 2018.  
Regular monitoring will be undertaken by the CCGs Integrated Governance & Audit Committee on behalf of the CCG Partnership Board.
To Note: - at present the ICO is still working on GDPR requirements and eMBED IG team are regularly sharing updates with the CCGs Accountable Officer and SIRO.
Useful link for information

https://ico.org.uk/for-organisations/data-protection


	Recommendations:
	Board members are asked to note the:

-
content of the paper & the awareness of GDPR


	Sub Committee Process and Assurance: 
	The Integrated Governance & Audit Committee will monitor the Information Governance/GDPR work plan.

	Implications:
	

	Risk Assurance Framework Implications:
	The CCG has robust governance arrangements in place, which is managed and monitored via the Integrated Governance and Audit Committee.

Associated risks are included on the CCG Board Assurance Framework or Risk Register

	Legal Implications:


	Compliance of the new GDPR


	Equality Impact Assessment implications:
	An assessment is not required for this report.

	Finance Implications:
	Fines for non-compliance of GDPR.

	Quality Implications:


	New rules for Records Management & Reporting of Data Breaches

	Procurement Decisions/Implications (Care Contracting Committee):
	None relevant to this report

	Engagement Implications
	Awareness sessions for all staff/board & lay members

	
	

	Conflicts of Interest 


	No known conflicts of interest to declare at this time.
Any interests which are declared at a meeting will be included on the CCG’s Declaration of interest Register.

	Strategic Objectives

Short summary as to how the report links to the CCG’s strategic objectives
	1. Sustainable Services

 Links to all strategic objectives 

	
	2. Empowering People

Links to all strategic objectives


	
	3. Supporting Communities

Links to all strategic objectives

	
	4. Delivering a fit for purpose organisation

Links to all strategic objectives 

	NHS Constitution:


	NHS constitution
NELCCG Constitution


	Report exempt from Public Disclosure


	No
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General Data Protection Regulation (GDPR)

This legislation will replace the Data Protection Act 1998 on the 26th May 2018 and all organisations must be compliant with the new regulation by that date.

		eMBED Task

		Customer Responsibilities

		Prospective Target Date

		Progress



		Prepare GDPR implementation action plan

		Take ownership of the plan and ensure actions are completed

		May 2017

		Complete: Action plan available



		Communications for staff to inform about the new regulation and changes

		Ensure board/governing body are aware and take ownership of the plan

		June 2017

		eMBED drafted initial Comms for CCG Staff-final amendments underway to be circulated to CCG once completed

Meeting arranged 22/06/2017 with eMBED IG Team/CCG SIRO/CCG IG Leads Board Awareness/ownership  



		Robust data flow mapping and completion of information asset registers – eMBED to advise what is required

		SIRO to take responsibility for ensuring records are kept of all processing activities – must be available to provide to ICO on request.

		Oct 2017 / Ongoing

		CCG undertake Quarterly Audit reviews of IAR to ensure remains accurate and up to date





		Update policies and procedures where changes will need to be made (see policy tracker)

		Inform staff of changes

		Nov 2017

		Policy tracker v1 being developed – MC checking to ensure current copies available both to eMBED for updating and on CCG websites



		Produce a template for Subject Access Requests responses

		Make available to staff

		Aug 2017

		



		Provide guidance on consent issues, forms and legal basis for processing to take into account GDPR requirements and National Data Guardian Report when released

		Identify areas where consent is used as the legal basis for processing personal data.  Identify if there are any areas where consent for children is required

		Ongoing

		



		Provide guidance on reporting data breaches, advise and assist on where beaches should be reported

		Review incident reporting policy and ensure staff are aware of changes

		Ongoing

		



		
Promote Data Protection by Design – Data Protection Impact Assessments (DPIA) previously PIAs.  Advise and support in completing.  Risk assessments.

		All staff who may implement new processes or systems must be aware of the requirement to complete the DPIA

		Oct 2017 /Ongoing

		



		Assist with any consultations with Information Commissioners Office where required

		Ensure DPIAs are completed so that high risk projects can be identified

		Ongoing

		



		Advise on role of Data Protection Officer when more guidance is available

		Appoint a Data Protection Officer or a shared service to provide the role

		Ongoing

		



		Advise on data processor contracts

		Check all existing data processing contracts and ensure that all data processors are IGT compliant to level 2.  Ensure new contracts are put in place for any new data processors

		Ongoing

		



		Advise on content of privacy notices

		Comms to work with eMBED to upload amendments to websites and to amend any leaflets etc

		Nov 2017

		



		Assist with any ICO audits or queries

		Ensure that the organisation can demonstrate compliance with all areas of the GDPR

		Ongoing
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