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Section One – Introduction

1.1 Purpose of the Plan

The Civil Contingencies Act 2004 requires statutory agencies to maintain plans to ensure that they can continue to perform their functions in the event of an emergency so far as is reasonably practicable. Critical functions can only be determined by the organisation itself and may depend on the nature of the emergency in question.


Under the Civil contingency act 2004 and the EPRR framework the CCG is required to undertake business continuity and ensure that there is a business continuity management system in place. Through this policy the CCG will  plan for and build resilience against business continuity incidents. The annual review of this plan through document control will form the business continuity management system along with other relating audits. The plan shall be reviewed annually unless earlier changes are required to be made.


All business continuity incidents that occur shall be logged accordingly and audited on an annual basis to ensure that this policy and the EPRR policy and framework were followed appropriately.


The following principles should be used when deciding whether or not a service or activity is critical:

(a) Emergency Management – Civil Protection

Functions that underpin the organisation’s ability to respond to the emergency itself and to take effective action to reduce control or mitigate the effects of the emergency.
(b) Impact on Human Welfare, the Environment and Security The significance of services to the effective functioning of the community in the event of an emergency.
(c) Legal Implications

The threat of litigation if a service is not delivered or is delivered inadequately.
(d) Financial implications

Loss of Revenue and payment of compensation.

(e) Reputation

Functions that impact on the credibility and public perception of the organisation.


1.2 Organisation contact Details

	Name
	Job Title
	Contact Numbers

	Lisa Hilder
	Assistant Director for Strategic Planning
	Work: 0300 3000 694
Email: lisahilder@nhs.net 

	Levi Clements-Pearce
	Emergency Planner
	Work: 0300 3000 794
Email: leviclements-pearce@nhs.net 



1.3 Authorisation Agreement of Plan

[bookmark: Name__Laura_Whitton]Name	Laura Whitton

Role	Chief Finance Officer

Signature


1.4 [bookmark: 1.4_Function_Analysis_and_Responsibiliti]Function Analysis and Responsibilities

[bookmark: Business_Continuity_Plan_–_Function_Anal]Business Continuity Plan – Function Analysis

	List of functions
(What are the services the organisation provides)?
	Support processes 
(Processes resources used to provide the function - what it depends on in order to operate)
	Service Priority
	If the function is interrupted, how quickly must it be resumed?

(Up to 1 day, up to 1 week, over 1 week)

	Care and Independence
	Functioning IT agile working kit, internet connection, work mobile telephone. Workspace whether in office or at home
	High
	Up to 1 week

	Communications
	Functioning IT agile working kit, internet connection, work mobile telephone. Workspace whether in office or at home
	High
	Up to 1 week

	Contracts
	Functioning IT agile working kit, internet connection, work mobile telephone. Workspace whether in office or at home
	High
	Up to 1 week

	Families, Mental Health and Learning Disabilities Team
	Functioning IT agile working kit, internet connection, work mobile telephone. Workspace whether in office or at home
	High
	Up to 1 week

	Safeguarding
	Functioning IT agile working kit, internet connection, work mobile telephone. Workspace whether in office or at home
	High
	Up to 1 day 

	Customer Support Function
	Functioning IT agile working kit, internet connection, work mobile telephone. Workspace whether in office or at home
	High
	Up to 1 day

	Quality Oversight
	Functioning IT agile working kit, internet connection, work mobile telephone. Workspace whether in office or at home
	High
	Up to 1 day 

	IT
	Functioning IT agile working kit, internet connection, work mobile telephone. Workspace whether in office or at home
	High
	Up to 1 day

	Business Intelligence Team
	Functioning IT agile working kit, internet connection, work mobile telephone. Workspace whether in office or at home
	Medium
	Up to 1 week

	Finance
	Functioning IT agile working kit, internet connection, work mobile telephone. Workspace whether in office or at home
	Medium
	Up to 1 week

	Care Service Delivery and Redesign 
	Functioning IT agile working kit, internet connection, work mobile telephone. Workspace whether in office or at home
	Medium
	Up to 1 week

	Engagement
	Functioning IT agile working kit, internet connection, work mobile telephone. Workspace whether in office or at home
	Medium
	Up to 1 week

	Business Support Team
	Functioning IT agile working kit, internet connection, work mobile telephone. Workspace whether in office or at home
	Medium
	Up to 1 week




Section Two - Identifying and Assessing Risks
2.0
The following table outlines the different levels of risk associated with a particular occurrence. Each situation considered should be ranked against this framework.

	None Insignificant
	Minor

Non- permanent (up to 1 month)
	Moderate

Semi- permanent (up to 1 year)
	Major

Major permanent harm
	Catastrophic Death


IR1 Form Section A
Step 2:

The likelihood of recurrence of a similar incident in the organisation is selected from Table 2. In practice, this may be subjective and will depend on the knowledge, experience and expertise of the staff. Wherever practicable, a consensus view should be arrived at by two or more persons with some knowledge of the potential likelihood of a similar incident recurring.

Table 2 Definitions for likelihood of recurrence (within the organisation)

	
Description
	
Description

	Almost Certain
	Will undoubtedly recur, possibly frequently

	Likely
	Will probably recur, but is not a persistent issue

	Possible
	May recur occasionally

	Unlikely
	Do not expect it to happen again but it is possible

	Rare
	Can’t believe that this will ever happen again



2.1 	Likelihood of Adverse Outcome Happening – taking account of control measures in place

	UNLIKELY
	POSSIBLE
	PROBABLE
	ALMOST CERTAIN OR CERTAIN

	Based on current controls and systems the outcome is unlikely




Less than 10% chance of it happening
	Based on current controls and systems and previous trends – the outcome may happen.

Between 10- 49% chance of happening.
	Based on current controls and systems and previous trends – the outcome is likely to happen.

Between 50 – 90%) chance.
	Based on current controls and systems and previous trends the outcome is certain or almost certain to happen.

Above 90% chance.



2.2 National and Local Risk Registers


This business continuity plan has been reviewed following consideration of the national and local Humber risk registers. Risks on those registers were considered at a NEL Emergency Preparedness and Response Group (EPRG) meeting and this plan adequately considers those risks and eventualities.

2.3 Business Continuity Risk Assessment Matrix

The below document takes into consideration the different CCG teams, the key risks of staff absence and loss of IT/telecommunications, and mitigations in place to ensure the continuity of critical functions. 

	


Please note that when enacting business continuity contingencies as described in the embedded table above (Business Continuity Matrix NELCCG) any decisions should be recorded and emailed through to the CCG on-call inbox for logging and filing on nelccg.oncall@nhs.net. Any plans enacted of hours by the on-call director should be appropriately noted/logged used the appropriate appendices in the On-call Director Grab Pack for the Humber.  

Section Three – Contacts

3.1 Names and Contact Numbers for Emergency Planning Staff
Contact details of all staff members can be found in the Emergency SIRO Secure Area\Secure Staff Area\Emergency Contacts\Staff Emergency Contacts Directory and WhatsApp. 
The below contact details are for key emergency planning staff only. 
	Name
	Job title
	Telephone 
Work Mobile Home (where relevant)
	Additional skills or information, e.g. HGV licence, family circumstances

	Lisa Hilder
	Assistant Director for
Strategic Planning
	Work 03003000694
lisahilder@nhs.net
	

	On-Call Director 
	On-call phone line for the four Humber CCGs – North East Lincolnshire, North Lincolnshire, East Riding of Yorkshire and Hull. 
	01482 301700 and ask for South Bank CCG Director-on-call
Nelccg.oncall@nhs.net
	Only available out of hours (phone line), email inbox monitored in and out of hours. 

	Levi Clements-Pearce
	Emergency Planning Lead
	0300 3000 794 (Work)
Leviclements-pearce@nhs.net
	

	Mel Hannam

	Communications Manager
	07506 377519 (Work)
melanie.hannam@nhs.net
	

	Helen Kenyon
	Chief Operating Officer
	07710416029 (Work)
helen.kenyon@nhs.net
	 Part of the on-call director rota. 

	Laura Whitton
	Chief Finance Officer
	07852508418 (Work)
laura.whitton@nhs.net
	Part of the on-call director rota

	Jan Haxby
	Director for Quality and Nursing
	0300 3000 422 (Work)
jan.haxby@nhs.net
	Part of the on-call director rota

	[bookmark: _Hlk61275466]Peter Melton
	Accountable Officer
	07713156335
01472 371243
peter.melton@nhs.net

	General Practitioner 



3.2 Cascading messages to CCG staff

Staff can be contacted through the following methods:

· NELCCG Email – in office hours staff can be contacted by NEL CCG wide email distribution list (nelccg.DL-NELCCG-NELHQStaff@nhs.net) 

· WhatsApp and the Emergency Contact Directory: a list of all NELCCG staff can be found at found in the Emergency SIRO Secure Area\Secure Staff Area\Emergency Contacts\Staff Emergency Contacts Directory and WhatsApp. The list includes (where the staff member has given permission), details of their work phone, personal phones, and states whether or not they are a member of the NEL Broadcast CCG WhatsApp Group. The majority of CCG staff belong to the group, and the first port of call for getting a message out to staff is to post a message on the group which all members will be able to view. Where a staff member is not a member of the group, they can be contacted using one of the telephone numbers given (where staff members state a preferred method of contact i.e. “text to personal phone” this will be detailed on the list). The NELCCG guide on using the WhatsApp Group can be found on the intranet here.

· Senior staff: numbers for on-call directors, key staff members and Emergency Planning Officers for North East Lincs CCG can be found at Section 3.1

3.3 Partner Agencies/Essential Suppliers/Other Contacts


Please note contacts and essential supplier’s relevant details in the table

	Name
	Organisation
	Job Title
	Telephone
WORK
	Mobile
	Home Number (where relevant)

	Jack Fox
	NELC
	Assets Advanced Practitioner (Corporate) Municipal Offices Building Manager
	01472323388
	07730014287
	

	Facilities Management Desk
	NELC
	Facilities Management Desk
	01472 324646 (24 hours)
FM.Servicedesk@nelincs.gov.uk
	
	

	NELC IT

	NELC
	N/A
	0300 131 3000 – also see list of contacts for IT in the Humber MI CCG document in the row below
	
	

	John Mitchell
	NEL CCG
	Associate Director of IT
	07852504810
john.mitchell1@nhs.net
	
	Contact for instigation of Humber CCG on-call IT issues. Process flow below





Section 4
Damage Assessment

The table below requires completing by first on scene. In the event of damage to the Municipal building where CCG HQ staff are based, the areas should be listed below and informed to NELC (See contact details within section 3.2). In the event of damage to computer systems and networks, the issues should be listed below and informed to NELC IT (see contact details within section 3.2).

	
Area Checked
	
Damage Assessment
	
Checked
	
Signature

	Building Structure
	
	
	

	Services
Power Lighting Heating Water supply Plumbing Fire Alarms Other
	
	
	

	Computer systems and Networks
	
	
	

	Telecommunications Equipment
	
	
	

	Office Equipment and Assets
	
	
	

	Vital Records
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										Business Continuity Risks



		Team		Critical functions		Non-critical functions		Capacity that can be released to assist with surge or incident in the system when operating business critical functions only		Significant staff absence (over 50%)				Failure of IT or telecommunications				Building unavailable/lack of facilities 				Emergency Contact Information

		Business Intelligence Team		Data Management:
•	Data extraction and transformation – including data loading, processing business rules and validation
•	Data warehousing
•	Provision of assurance to NHS E/I
•	Daily system pressure monitoring
•	Data security and role-based access for the following organisations:  NELincs CCG, GP Practices, focus, North Lincs CCG
•	Contract management of St Hughes Hospital contract

Business Intelligence function:
•	Data quality analysis and support
•	Provision of Statutory Returns
•	Performance reporting
•	Contract activity and finance monitoring
•	Contract modelling
•	Performance management
•	Benchmarking analysis
•	Efficiency planning
•	Ad-hoc analysis		None		Some staff could be redeployed depending on how BI was required to respond to the incident. No specific additional skills in the team to support other service sectors but willingness to support in unskilled roles where required. 2/3 staff could be redeployed with critical function maintained		Timescale/probability/impact		1. Up to 1 day - Possible - Minor Impact
2. Up to 1 week - possible - minor impact
3. Over 1 week - possible - moderate impact		Timescale/probability/impact		1. Up to 1 day - possible - minor impact
2. Up to 1 week - possible - minor impact
3. Over 1 week - possible - moderate impact 		Timescale/probability/impact		Little to no impact for various timescales. 		Is your team on the NEL Broadcast WhatsApp group? 		Not all 

										Effect on critical functions		No one member of staff is critical but a combination of specific 2/3 members of staff could lead to issues if absent for over a week. 		Effect on critical functions		Depending on the issue most of processing of data relies on external network connections so this could lead risk of not being able to maintain reporting such as daily system pressures etc. 		Effect on critical functions		None		If not, do you know how to contact your team in emergency? 		Yes. Team WhatsApp also set up

										Contingency Plan		Staff from partnership organisations could support the functions (e.g. NLCCG or NELC) if people with the right skills were identified. 		Contingency Plan		Discuss with Urgent Care Lead possibility of the need to review alternative reporting methods e.g. staff acessing SITREP's through NHS mail portal on personal devices, or telephone system calls to gather data. 

Use NELC mail in event of NHS Mail failure. 

In event of connectivity failure in offices use home networks.

In the event of server failure access as much as possible via web e.g. NHS mail which can be accessed on personal accounts.

Report any issues through 0300 131 3000 - NELC IT (in hours only, out of hours requests would need to be logged online on self service portal to be picked up first thing in the morning)		Contingency Plan		All CCG Team's are equipped for agile working. Services can be delivered without any significant issues. 		Do you review emergency contacts on an annual basis? 		Yes

		11

		Finance		•	Covid crisis senior oversight
•	Continue to manage invoices and cashflow around the system
•	FOIs (with flexibility on deadlines
•	Annual Accounts
•	CCC (virtual in exceptional circumstances)		None		Potentially 2 staff members could be redeployed depending on the need of the system. The first week in the month is the busiest due to finance reporting deadlines and redeploying staff during this week could mean key NHS E deadlines are not met.		Timescale/probability/impact		1. Up to 1 day - Possible - Minor Impact
2. Up to 1 week - possible - minor impact
3. Over 1 week - possible - moderate impact		Timescale/probability/impact		1. Up to 1 day - possible - minor impact
2. Up to 1 week - possible - minor impact
3. Over 1 week - possible - moderate impact 		Timescale/probability/impact		Little to no impact for various timescales. 		Is your team on the NEL Broadcast WhatsApp group? 		YES

										Effect on critical functions		No one member of staff is critical but a combination of specific 2/3 members of staff could lead to issues if absent for over a week.		Effect on critical functions		Failure of IT would have a large impact on being able to deliver functions. We would not be able to access Oracle (finance system) to make payments and ensure reporting deadlines are met.		Effect on critical functions		None		If not, do you know how to contact your team in emergency? 		N/A

										Contingency Plan		Staff from partnership organisations could support the functions (e.g. Financial services at East Riding CCG, potentially other Humber CCGs) if people with the right skills were identified. 		Contingency Plan		Use NELC mail in event of NHS Mail failure. 

In event of connectivity failure in offices use home networks.

In the event of server failure access as much as possible via web e.g. NHS mail which can be accessed on personal accounts.

Report any issues through 0300 131 3000 - NELC IT (in hours only, out of hours requests would need to be logged online on self service portal to be picked up first thing in the morning)		Contingency Plan		All CCG Team's are equipped for agile working. Services can be delivered without any significant issues. 		Do you review emergency contacts on an annual basis? 		YES

		0

		Care Service Delivery and Redesign 		•	Primary Care service delivery and redesign support
•	Unplanned care service delivery and redesign support including 111 DOS updates		•	Planned care service redesign 
•	Long term condition service redesign 
•	Contract monitoring 		Unplanned care staff may need to re-locate to Acute Trust Operations Centre to support surge. Primary Care staff could be re-located to primary care centres to support quick decision making.		Timescale/probability/impact		1. Up to 1 day - Likely - Minor
2. Up to 1 week - Unlikely - Moderate
3. Over 1 week - Unlikely - Major		Timescale/probability/impact		1. Up to 1 day - possible - minor impact
2. Up to 1 week - possible - moderate impact
3. Over 1 week - possible - major impact 		Timescale/probability/impact		Little to no impact for various timescales. 		Is your team on the NEL Broadcast WhatsApp group? 		Yes

										Effect on critical functions		The team could manage for up to 1 week in delivering the critical functions, however over 1 week pressure would be felt in supporting and monitoring service delivery with the potential for issues to be unresolved or unnoticed. 		Effect on critical functions		The majority of reporting and monitoring services to support them is done via network or online systems.		Effect on critical functions		None		If not, do you know how to contact your team in emergency? 		N/A

										Contingency Plan		Team members not absent would need to be brought up to speed on currently workloads for absent team members with AEO taking a lead where required in the absence of the Team Manager. 

For unplanned care, cross working would be encouraged with North Lincolnshire CCG to help manage any surges in acute settings.

For primary care support could also be requested from the NHS England and Improvement Teams. 		Contingency Plan		Report issues on -	0300 131 3000 - NELC IT (in hours only, out of hours requests would need to be logged online on self service portal to be picked up first thing in the morning)

All meetings that were arranged digitally could be rescheduled or arranged to meet physically if required. 

Use NELC mail in event of NHS Mail failure. 

In event of connectivity failure in offices use home networks.

In the event of server failure access as much as possible via web e.g. NHS mail which can be accessed on personal accounts.

In terms of system monitoring, this could be done via telephone, or via staff locating themselves at key points in the system to monitor and support		Contingency Plan		All CCG Team's are equipped for agile working. Services can be delivered without any significant issues. 		Do you review emergency contacts on an annual basis? 		Yes



		Engagement		•	Patient and public participation (meet statutory duty to involve and “due regard”) 
•	Supporting the community forum to provide assurance to the Governing Body around public and patient involvement 
•	NELC Community Recovery group (CCG representation) and VCSE liaison		•	Delivering the CCG/NELC Community engagement strategy and action plan 
•	Managing the Accord database/website and social media including communications with Accord members and stakeholders
•	Recruitment, training and ongoing support to community members involved in CCG engagement activity		To revert to “bare minimum” of “informing” and working with the communications team instead of “engaging”

Team could be redeployed to support administrative functions as required: e.g.

-	Minute taking
-	Call handling
-	Comms support
-	Project support
-	Driving/logistics 
-	Back office functions
-	Customer service

Would need .5FTE to maintain watching brief on critical functions e.g. HASR/service changes. Also option for mutual aid across the Humber CCG’s. 		Timescale/probability/impact		1. Up to 1 day - Likely - Minor
2. Up to 1 week - Possible - Minor
3. Over 1 week - Unlikely - Moderate		Timescale/probability/impact		1. Up to 1 day - likely - minor
2. Up to 1 week - unlikely - moderate
3. Over 1 week - unlikely - major 		Timescale/probability/impact		Little to no impact for various timescales. 		Is your team on the NEL Broadcast WhatsApp group? 		Yes

										Effect on critical functions		The team is relatively small (3 members) and 50% of staff absence unexpectedly would impair the ability to deliver the function.		Effect on critical functions		All databases are stored on network drives and all communications are digital so this would have a large impact on the ability to deliver functions.		Effect on critical functions		None		If not, do you know how to contact your team in emergency? 		N/A

										Contingency Plan		The two officers in the team are aware of how to complete one another’s functions which slightly mitigates the effects of one of them being off for an extended period of time. 

Depending on how long the 50% reduction in staff lasted, we could work closely with CCG Communications Team and the Councils Engagement Team to assist with cover if required. 		Contingency Plan		Report any issues through 0300 131 3000 - NELC IT (in hours only, out of hours requests would need to be logged online on self service portal to be picked up first thing in the morning)

Use NELC mail in event of NHS Mail failure. 

In event of connectivity failure in offices use home networks.

In the event of server failure access as much as possible via web e.g. NHS mail which can be accessed on personal accounts.

Use personal devices for social media engagement work. 		Contingency Plan		All CCG Team's are equipped for agile working. Services can be delivered without any significant issues. 

Explore the use of alternative venues where possible to continue face to face meetings and events through various Council and community venues. 

Where someone cannot access digital platforms or attend a meeting in person (or where this cannot be delivered by the CCG) if absolutely required the Engagement Team could carry out some level of engagement via telephone. 		Do you review emergency contacts on an annual basis? 		Yes



		Care and Independence		•	Market intelligence and failing services
•	Policy development, oversight, and implementation, including decision making and operating within a legal framework
•	Accountability for performance, relationship and resource management of key statutory services:

Residential care, supported living, support at home, intermediate care, assisted living, social work practice, community care finance, voluntary and community response, mental health services, learning disability services, day provision disabled facilities grants etc
•	Supporting the safeguarding adults board, and safeguarding functions including application of the mental capacity Act
•	Leading and directing critical health and social services e.g. hospital discharge, primary care network development, supporting care homes
•	Preparation of key strategic and operational plans for the CCG and council e.g. winter preparedness, better care fund, infection control fund
•	Administration of funding e.g. infection control funding, provider sustainability		None		Staff can be redeployed to focus on business critical issues, mutual aid to be requested from Council Finance Team. 		Timescale/probability/impact		1. Up to 1 day - Possible - Minor
2. Up to 1 week - Possible - Moderate
3. Over 1 week - Unlikely - Major		Timescale/probability/impact		1. Up to 1 day - possible - moderate
2. Up to 1 week - unlikely - major
3. Over 1 week - rare - major		Timescale/probability/impact		Little to no impact for various timescales. 		Is your team on the NEL Broadcast WhatsApp group? 		Yes

										Effect on critical functions		We would have to consider alternative decision making arrangements within the CCG if for example the director was absent for a prolonged period 
We need to consider who in the team is trained to access the care home dashboard and capacity tracker
Bank 4 project officer has the greatest oversight of the team and is critical to smooth running of the team. 		Effect on critical functions		We have very little that is paper based. 		Effect on critical functions		None		If not, do you know how to contact your team in emergency? 		N/A

										Contingency Plan		Scale back non-essential functions, staff can respond flexibly to new work requirements and focus on business critical tasks
To a degree some functions can be shared between services leads and director		Contingency Plan		Report any issues through 0300 131 3000 - NELC IT (in hours only, out of hours requests would need to be logged online on self service portal to be picked up first thing in the morning)

Use NELC mail in event of NHS Mail failure. In event of connectivity failure in offices use home networks. In the event of server failure access as much as possible via web e.g. NHS mail which can be accessed on personal accounts.  		Contingency Plan		All CCG Team's are equipped for agile working. Services can be delivered without any significant issues. 
. 		Do you review emergency contacts on an annual basis? 		Yes



		Communications		•	Reactive Media Management – responding to enquiries
•	Proactive public communications – through media/social media
•	Staff/Internal communications 
•	Partner/Stakeholder communications – incl primary care
•	Website development/management		•	Public Relations
•	Marketing – promoting services/CCG
•	Social marketing – seeking to direct public/patient behaviour through campaigns		In the event of redeployment of any staff members the communications team will ask for resource from the NELC Communications team		Timescale/probability/impact		1. Up to 1 day - Unlikely - Minor
2. Up to 1 week - Likely - Moderate
3. Over 1 week - Likely - Major		Timescale/probability/impact		1. Up to 1 day - likely - moderate
2. Up to 1 week - likely - major
3. Over 1 week - likely - major 		Timescale/probability/impact		Little to no impact for various timescales. 		Is your team on the NEL Broadcast WhatsApp group? 		Yes

										Effect on critical functions		Reduction of staffing by 50% or more would impede on ability to deliver all critical functions particularly for longer than a week. 		Effect on critical functions		Severely limited in ability to communicate. 		Effect on critical functions		None		If not, do you know how to contact your team in emergency? 		N/A

										Contingency Plan		Discuss with NELC Communications Team the opportunity to share resources. 		Contingency Plan		Report any issues through 0300 131 3000 - NELC IT (in hours only, out of hours requests would need to be logged online on self service portal to be picked up first thing in the morning)

- Use NELC mail in event of NHS Mail failure. 
- In event of connectivity failure in offices use home networks.
- In the event of server failure access as much as possible via web e.g. NHS mail which can be accessed on personal accounts.  
- Use personal devices to promote urgent messages on social media and to the print and broadcast media. 
- Use of personal telephones for urgent calls. 		Contingency Plan		All CCG Team's are equipped for agile working. Services can be delivered without any significant issues. 

. 		Do you review emergency contacts on an annual basis? 		Yes



		Contracts		•	Contract Establishment for 20-21 Across a range of NHS and NON providers to National Timescale of 27th March 2020
•	Monitoring and support to Care Home Contracts residential support 
•	Procurement functions – planned for 20/21 – clarify what is going forward
•	Development of the Support at Home service following the procurement 
(POSTPONED FOR 3 MIONTHS)
•	Developments for monitoring Adult Social care MIFS this will require strengthening at this time
•	Visits to care Homes as monitoring Visits
•	Procurement functions unplanned Using PCR  regulation 32(2)(c)


		•	Monitoring of the current contract NHS and validation of the costs and activity
•	Development of Service Development Improvements and changes to Contract Monitoring – Health
•	Procurement functions - planned		None specified. 		Timescale/probability/impact		1. Up to 1 day - Possible - Minor
2. Up to 1 week - Unlikely - Minor
3. Over 1 week - Unlikely - Moderate		Timescale/probability/impact		1. Up to 1 day - likely - minor
2. Up to 1 week - rare - major
3. Over 1 week - rare - catastrophic 		Timescale/probability/impact		Little to no impact for various timescales. 		Is your team on the NEL Broadcast WhatsApp group? 		Yes

										Effect on critical functions		The contracts team could continue to rung the critical services on reduced staffing for up to 1 week. After 1 week, there may not be enough staff to take rapid action where necessary across a number of care homes at the same time. 

The team would have to prioritize with management the most critical functions to support the settings most in need of review via risk assessment. 

In terms of procurement in the longer term this could have a legal and reputational consequence		Effect on critical functions		These activities are all done electronically as is the requirement. Loss of an IT function in relation to procurement for over a week would be impossible to function. 
In terms of care home visits these could be done on paper, however electronic information would not be available to pin point areas of concern for focus. 

It would be difficult to contact contractors we do not have an established relationship with due to not being able to obtain telephone numbers. There are no longer paper submissions of tenders. 
		Effect on critical functions		None		If not, do you know how to contact your team in emergency? 		Yes - EMC to contact BB to complete cascade of staff contacts to staff under their line management. 

										Contingency Plan		Other competent individuals within the CCG would have to step up to deliver minimum requirements in relation to procurement in order to meet the required timescales.
The CCG would also have to write to providers to convey exceptional circumstances in order to preserve reputation and prevent legal recourse. . 		Contingency Plan		Report any issues through 0300 131 3000 - NELC IT (in hours only, out of hours requests would need to be logged online on self service portal to be picked up first thing in the morning)

- Use NELC mail in event of NHS Mail failure. 
- In event of connectivity failure in offices use home networks.
- In the event of server failure access as much as possible via web e.g. NHS mail which can be accessed on personal accounts. 
- Use personal devices to promote urgent messages on social media and to the print and broadcast media.
- Use of personal telephones for urgent calls.  
- NB - CONTRACTS MANAGER should seek information from SIRO on the use of personal devices for procurement work due to lack of encryption. 

Acess Contracts Finder website to post a message to advise procurements are unable to be processed at present due to IT/Cyber Emergency.		Contingency Plan		All CCG Team's are equipped for agile working. Services can be delivered without any significant issues. 

 		Do you review emergency contacts on an annual basis? 		Yes



		Families, Mental Health and Learning Disabilities Team		Implementation and oversight of all commissioned services Business Continuity Plans, FOI’s, Invoices, Complaints, Enquires

Essential meetings:

CTR’s and AT Returns
Transforming Care, Emergency placements		General commissioning oversight in the short term, day to day management of the access pathway, 		Look to release a proportionate amount of staff capacity depending on the emerging need of the system		Timescale/probability/impact		1. Up to 1 day - Possible - Minor
2. Up to 1 week - Unlikely - Moderate/Major
3. Over 1 week - Unlikely - Major		Timescale/probability/impact		1. Up to 1 day - likely - moderate
2. Up to 1 week - unlikely - major
3. Over 1 week - unlikely - major  		Timescale/probability/impact		Little to no impact for various timescales. 		Is your team on the NEL Broadcast WhatsApp group? 		Y

										Effect on critical functions		Work will need to be prioritised across the team to ensure all critical work is completed and overseen		Effect on critical functions		None essential work will need to be prioritised and possibly delayed. 		Effect on critical functions		None		If not, do you know how to contact your team in emergency? 		Y - Team has it's own WhatsApp Group

										Contingency Plan		Convene urgent team meeting to review workloads and prioritise across the team. Re-route urgent emails to generic team inbox. 		Contingency Plan		Report any issues through 0300 131 3000 - NELC IT (in hours only, out of hours requests would need to be logged online on self service portal to be picked up first thing in the morning)

- Use NELC mail in event of NHS Mail failure. 
- In event of connectivity failure in offices use home networks.
- In the event of server failure access as much as possible via web e.g. NHS mail which can be accessed on personal accounts. 
- Use personal devices to promote urgent messages on social media and to the print and broadcast media. 
- Use of personal telephones if required for urgent calls. 
		Contingency Plan		All CCG Team's are equipped for agile working. Services can be delivered without any significant issues. 

 		Do you review emergency contacts on an annual basis? 		Y



		Business Support Team		Arranging and minuting committees
Diary management for senior members of the CCG
Positive return admin 
Logging of return responses
Director-on-call rota work		Line management of Band 4 administrators
Minuting meetings that are not committees
Post duties
		Chief Finance Officer to explore options for putting committees that are not essential on hold to free up administrative time for emergency specific meetings		Timescale/probability/impact		1. Up to 1 day - Possible - Minor
2. Up to 1 week - Unlikely - Minor 
3. Over 1 week - Unlikely - Moderate.		Timescale/probability/impact		1. Up to 1 day - likely - minor
2. Up to 1 week - rare - major
3. Over 1 week - rare - catastrophic		Timescale/probability/impact		Little to no impact for various timescales. 		Is your team on the NEL Broadcast WhatsApp group? 		Y

										Effect on critical functions		Lack of staffing could result in lack of cover for all of the critical functions identified, which would present particular difficulties in terms of statutory functions (meeting minutes, logging returns, and positive return)		Effect on critical functions		If computers were completely unavailable (for example due to destructive virus) typing of notes would be unavailable, diaries would be unavailable, positive returns could not be completed and logging returns would not be possible. 		Effect on critical functions		None		If not, do you know how to contact your team in emergency? 		Y

										Contingency Plan		f staff are unable to attend the office, but are able to work from home, this would be explored initially as the CCG operates a fully agile working policy. 

If staff were unable to work from home, Team Leader to explore options for: 

-	Cancellation of non-essential meetings/rescheduling
-	Recruitment of temporary staff if required. 		Contingency Plan		Report any issues through 0300 131 3000 - NELC IT (in hours only, out of hours requests would need to be logged online on self service portal to be picked up first thing in the morning)

- Use NELC mail in event of NHS Mail failure. 
- In event of connectivity failure in offices use home networks.
- In the event of server failure access as much as possible via web e.g. NHS mail which can be accessed on personal accounts. Staff should not download any documentation onto the device. 
- Use of personal telephone devices if work phones were not accessible. 

Depending on duration of the issue, non-essential meetings should be cancelled. Committees or meetings that need to go ahead to be minuted by hand with notes being stored in a secure location until such a point they could be typed up, shared and shredded.

Notify payroll that positive returns cannot be completed on 0191 6073434. 

Logging of returns to be done via personal devices by Service Leads to email in returns and a paper log kept and filed securely. 

If Service Leads are unable to use personal devices, urgent review to be scheduled with those Service Leads once IT services are resumed with to review any gaps in return logs. 
		Contingency Plan		All CCG Team's are equipped for agile working. Services can be delivered without any significant issues. 

 		Do you review emergency contacts on an annual basis? 		Y

		Safeguarding		•	Providing safeguarding training
•	Seeking assurance from providers on safeguarding
•	Attendance at safeguarding boards* and relevant subgroups
•	Contribution to multiagency statutory processes, eg MAPPA.  
•	Learning Disability and Mortality Review
•	Child death review process*
•	Attendance at the CCG Incident and SI mtg. 
•	Advice and support to providers and CCG – regarding all safeguarding agendas.  
•	Statutory leadership around CLA and contingency planning.  
•	Statutory Case Reviews (SPR’s, DHR’s & SAR’s)*.
* = all statutory functions. 		•	Attendance at multiagency meetings
•	Creation and update of safeguarding policies		If demand for review and safeguarding outweighs the capacity of the internal North East Lincolnshire CCG team, mutual aid ought to be considered across the wider health and care system (including other Humber CCG’s) for staff in similar roles (trained safeguarding professionals) in order to work collaboratively and continue oversight of health and social care.
Business continuity – Designated cover Mon -Fri 2.0 wte (this is covered by two staff due to the split of experience to provide the des functions for adults, children and CLA). 
Possibility that Band 7 Safeguarding could be released in the short term for redeployment.  		Timescale/probability/impact		1. Up to 1 day - Likely - Minor
2. Up to 1 week - Likely - Moderate
3. Over 1 week - Possible - Major		Timescale/probability/impact		1. Up to 1 day - likely - moderate
2. Up to 1 week - unlikely - major
3. Over 1 week - rare - major  		Timescale/probability/impact		Little to no impact for various timescales. 		Is your team on the NEL Broadcast WhatsApp group? 		Y		QUALITY MANAGEMENT FUNCTIONS

										Effect on critical functions		Team team is quite small and losing 50% of capacity would impact on performance of all functions		Effect on critical functions		Lack of digital meeting facilities for safeguarding meetings and reviews. 

Unable to access the relevant paperwork for meetings on the network drive. 		Effect on critical functions		None		If not, do you know how to contact your team in emergency? 		Y

										Contingency Plan		If demand for review and safeguarding outweighs the capacity of the internal North East Lincolnshire CCG team, mutual aid ought to be considered across the wider health and care system (including other Humber CCG’s) for staff in similar roles (trained safeguarding professionals) in order to work collaboratively and continue oversight of health and social care. 		Contingency Plan		Report any issues through 0300 131 3000 - NELC IT (in hours only, out of hours requests would need to be logged online on self service portal to be picked up first thing in the morning)

- Use NELC mail in event of NHS Mail failure. 
- In event of connectivity failure in offices use home networks.
- In the event of server failure access as much as possible via web e.g. NHS mail which can be accessed on personal accounts. Staff should not download any documentation onto the device. 
- Use of personal telephone devices if work phones were not accessible. 
		Contingency Plan		All CCG Team's are equipped for agile working. Services can be delivered without any significant issues. 

 		Do you review emergency contacts on an annual basis? 		Y

		Customer Support Function		PALS
Complaints
CCG Phone Line
Appeals process		Adult social care annual survey		Hours required to maintain critical functions per month
188 @ Band 4 
240 @ Band 5 
115 @ Band 7
40 @ Band 8b (clinically registered).

Potential capacity of one day a week (would likely need to be spread across the week) within the band 4 establishment should we only be delivering critical functions.		Timescale/probability/impact		1. Up to 1 day - Possible - Minor
2. Up to 1 week - Likely - Moderate
3. Over 1 week - Possible - Major		Timescale/probability/impact		1. Up to 1 day - almost certain - catastrophic
2. Up to 1 week - almost certain - catastrophic
3. Over 1 week - almost certain - catastrophic		Timescale/probability/impact		None		Is your team on the NEL Broadcast WhatsApp group? 		Not all 

										Effect on critical functions		See numbers opposite on hours needed to maintain critical functions. Only 1 staff member is full time and is key to continuity 		Effect on critical functions		Without the telephone and email, we are not able to provide the PALS service as no route for the public to access the service or PALS staff to find out answers to their queries.		Effect on critical functions		None		If not, do you know how to contact your team in emergency? 		Y

										Contingency Plan		To route remaining staff to critical functions 		Contingency Plan		Report any issues through 0300 131 3000 - NELC IT (in hours only, out of hours requests would need to be logged online on self service portal to be picked up first thing in the morning)

- Use NELC mail in event of NHS Mail failure. 
- In event of connectivity failure in offices use home networks.
- In the event of server failure access as much as possible via web e.g. NHS mail which can be accessed on personal accounts. Staff should not download any documentation onto the device. 
- Use of personal telephone devices if work phones were not accessible. 
		Contingency Plan		All CCG Team's are equipped for agile working. Services can be delivered without any significant issues. 

 		Do you review emergency contacts on an annual basis? 		Y

		Quality Oversight		•	Serious Incident process
•	Incident process
•	CAS function
•	Business Critical Oversight of quality – SRG & NITS, MIFS
•	IPC – strategic leadership 
•	Urgent IFR decision making 
•	Leadership of System Safety Projects
o	Workforce
o	Enhanced Nursing Offer to Care Homes 
•	Virtual Ward		•	EXP
•	NICE
•	R and D
•	CGC 
•	Routine Quality Oversight mechanisms
•	Joint Quality Team Meeting
•	System Mortality Case Reviews
•	Unexpected Mortality Group		Hours required to maintain business critical functions per month:
Band 5 – 152
Band 7 – 25
Band 8b – 167
Band 8b safeguarding – 5

Considering the functions noted above and within the customer care section if we were to solely be delivering critical business this would release 8b for 15 hours per week.  		Timescale/probability/impact		1. Up to 1 day - Rare - None
2. Up to 1 week - Possible - Minor
3. Over 1 week - Almost certain - Moderate		Timescale/probability/impact		1. Up to 1 day - possible - minor
2. Up to 1 week - almost certain - major
3. Over 1 week - almost certain - major		Timescale/probability/impact		None		Is your team on the NEL Broadcast WhatsApp group? 		Y

										Effect on critical functions		Fay Dunderdale is critical at present - additional staff are being trained up		Effect on critical functions		This function is entirely dependents on IT		Effect on critical functions		None		If not, do you know how to contact your team in emergency? 		Y

										Contingency Plan		To route remaining staff to critical functions 		Contingency Plan		Report any issues through 0300 131 3000 - NELC IT (in hours only, out of hours requests would need to be logged online on self service portal to be picked up first thing in the morning)

- Use NELC mail in event of NHS Mail failure. 
- In event of connectivity failure in offices use home networks.
- In the event of server failure access as much as possible via web e.g. NHS mail which can be accessed on personal accounts. Staff should not download any documentation onto the device. 
- Use of personal telephone devices if work phones were not accessible. 
		Contingency Plan		All CCG Team's are equipped for agile working. Services can be delivered without any significant issues. 

 		Do you review emergency contacts on an annual basis? 		Y



		NECS Medicines Optimisation Service (excluding MOCH Team)		•	Service delivery/ re-design e.g. community pharmacy schemes
•	Practice query handling/ responding
•	Patient query handling/ responding
•	Responding to FOIs
•	Input into IFR panel
•	Input into Northern Lincolnshire Area Prescribing Committee (some statutory obligations here)
		QIPP initiatives		By ceasing non-critical functions, NEL could release 0.5FTE pharmacist and 0.5FTE pharmacy technician to support practices/ networks, pharmacies or the local Trust

There is further potential to centralise some of the business critical functions with other Humber CCGs’ MO Teams.		Timescale/probability/impact		1. Up to 1 day -likely minor
2. Up to 1 week -likely minor
3. Over 1 week -likely minor 		Timescale/probability/impact		1. Up to 1 day -likely/ minor
2.  Up to 1 week -likely/minor
3. Over 1 week -likely/minor		Timescale/probability/impact		Little/ no impact on timescales 		Is your team on the NEL Broadcast WhatsApp group? 		No

										Effect on critical functions		Delayed responses likely -risk of missing deadlines 		Effect on critical functions		Access to NHS mail would be required -critical functions could not be completed without it. Shared drives would also be required but likely a workaround would be possible 		Effect on critical functions		None 		If not, do you know how to contact your team in emergency? 		Yes

										Contingency Plan		Wider interim MO support from other teams would be sought from the Humber CCGs		Contingency Plan		NECS IT support is available throughout hours of the service, mobile devices can be used to hotspot, NHS mail can be accessed via the website 		Contingency Plan		Team is all equipped for agile working and has multiple bases within the area, or practice locations, or homes. 		Do you review emergency contacts on an annual basis? 		Yes



		IT								Timescale/probability/impact		1. Up to 1 day /Likely'minor
2. Up to 1 week/unlikely/significant
3. Over 1 week/unlikely/significant		Timescale/probability/impact		Corporate : 1. Up to 1 day/Likely/ Minor
2.  Up to 1 week/unlikely/Minor 
3. Over 1 week/unlikely/Signficant

Primary Care: 1. Up to 1 day/Likely/ Significant
2.  Up to 1 week/unlikely/Major
3. Over 1 week/unlikely/Disaster		Timescale/probability/impact		Corporate: 1. Up to 1 day/current/minor
2.  Up to 1 week/current/minor
3. Over 1 week/current/minor

Primary Care: 1. Up to 1 day/current/Significant
2.  Up to 1 week/current/major
3. Over 1 week/current/Disaster		Is your team on the NEL Broadcast WhatsApp group? 		Yes

										Effect on critical functions		Management of strategic IT Developments, and\or escalations of opertation issues may get delayed		Effect on critical functions		Corporate staff may not be able to access key information, but work arounds would be possible. 

There would be major disruption for the ability of Primary Care to treat patients in a quick and safe fashion.Future GP Appt booking might be delayed. At this point in time, booking COVID Vaccs mi ght be delayed leading to wasted Vaccs.		Effect on critical functions		Coporate: None

Primary Care: GPs unable to access Routine systems leading to distruption to Primary Care Delviery 		If not, do you know how to contact your team in emergency? 

										Contingency Plan		For upto 1 Work of unexpected absence shared between team.  Beyond 1 week Relationship with N3i & LA utilised 		Contingency Plan		Coporate staff can access NHSE Mail through any web browser, Office suite still available. Files can still be shared over nhs mail.  

Practices to use mobile equipment  & Data where possible, practices to evoke local BC plans 		Contingency Plan		Practices to use mobile equipment  & Data where possible, practices to evoke local BC plans 		Do you review emergency contacts on an annual basis? 		Yes
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Useful Questions to Ask



· When did the Incident start?

· Is there a full appreciation of the impact on the incident?

· Who is the technical lead?

· Are clinical services impacted?

· Are channels of communication impacted?

· Has the WhatsApp IT group been notified?

· Do we need a command centre with technology?

· Is there a timescale when we can expect the incident to be resolved?

· Are staff able to work?

· Are staff safe to come to work? 

· Due to resource allocation is there now a risk to operational BAU processes?

· Have all Technology partners been contacted 

· Is Management going to be an issue?

· Are Battery phones going to work?

· Is there a need to contact practice managers?

· Is there a technical contingency plan?

· Is there an IG issue – has personal identifiable data been stolen?

· Does NHSE & NHSD need to be notified? 

· How can we reassure the public & media

· Do staff have laptops available?



Humber CCG On-Call Arrangements 

In the event of a serious unplanned cyber or digital incident then the then following numbers should be used by N3i to make contact with the CCGs

		CCG

		On-Call Contact Details



		CCG Out Of Hours On Call

		01482 301700  

Must ask for North Bank or South Bank CCG Director on call





		[bookmark: OLE_LINK1]Associate Director of IT for the Humber CCGs:  John Mitchell (Contact Not Guaranteed)



		07852504810







Partner Emergency Contact Details

		Name

		Organisation

		In-hours Contact Number 

		Email Address

		WhatsApp Number

		Organisational OoH Contact number



		Service Desk

		N3i

		0300 002 0001

		n3i.support@nhs.net

		

		0300 002 0001



		Dave Newton

		N3i - COO

		07933 095139

		davenewton@nhs.net

		07933 095139

		07933 095139



		Kevin Sanders

		N3i – CTO

		07772647511

		kevsanders@nhs.net

		07772647511

		07772647511



		John Mitchell

		Humber CCGs

		07852504810

		John.Mitchell1@nhs.net

		 

		 



		Paul Smith

		NLC/NELC

		07854122157

		paul.smith@northlincs.gov.uk 

		07854122157

		07854122157



		Carl Render

		NLC/NELC

		07917820522

		Carl.Render@northlincs.gov.uk 

		07917820522

		07917820522



		Barry Hunt

		NLC/NELC

		07754197828

		barry.hunt@nelincs.gov.uk 

		07754197828

		07754197828



		F4 IT Service Desk

		F4 IT

		01472 256789

		f4.itsupport@nhs.net 

		

		01472 256789



		Darren Mckay

		F4 IT

		07715069000

		DarrenMckay@nhs.net

		07794519763

		01472 256789



		Dean Blakeman

		F4 IT

		07715069002

		D.Blakeman@nhs.net

		07917569243

		01472 256789



		Rob Coulbeck

		F4 IT

		07715069004

		Rob.Coulbeck@nhs.net

		07729745715

		01472 256789



		Dave Whitfield

		F4 IT

		01472 256789

		D.Whitfield@nhs.net

		07415881835

		01472 256789



		IT Servicedesk (Primary Contact 24/7)

		Humber FT

		01482 477877

		hnf-tr.itservicedesk@nhs.net

		n/a

		01482 477877



		Richard Brumpton (Escalation 1)

		Humber FT

		07919 545281

		richard.brumpton@nhs.net

		07919545281

		07919 545281



		Lee Rickles (Escalation2)

		Humber FT

		07919 545303

		lee.rickles@nhs.net

		7919545303

		01482 477877



		Kevin sanders

		CHCP

		07772647511

		kevsanders@nhs.net

		7772647511

		07772647511



		Jason Hall

		CHCP

		07702295008

		jason.hall1@nhs.net

		7702295008

		07702295008



		ICT Emergency Manager A

		Hull City Council

		07841878731 

		ictemergman@hullcc.gov.uk

		TBC

		07841878731 



		ICT Emergency Manager B

		Hull City Council

		07872423280

		ictemergman@hullcc.gov.uk

		TBC

		07872423280









Practice Manager Email Distribution lists

Should there be a need to email practices directly then N3i should use the following NHS England managed distribution lists.

· NYAHAT-East-Riding-Practice-Managers

· NYAHAT-HULL-Practice-Managers

· NYAHAT-North-EastLincs-practice-Managers

· NYAHAT-Northlincs-Practice-Managers



If there is a need to call or SMS text individuals who work at GP practices outside of normal working hours, then this should be discussed with the CCG on call representative.   



07917 113607 
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