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HOSPITAL WORKER JAILED FOR SELLING NHS LAPTOPS ON EBAY 

A hospital worker has been jailed after selling NHS laptops on eBay. Neil Roberts was 

sentenced to 20 months in prison following the fraud, which was valued at £18,000. 

Mold Crown Court heard the Wrexham Maelor Hospital desktop support technician, 

had "taken advantage of a poor auditing system". It was originally  

alleged that Roberts had been responsible for a loss of £40,000 to the Betsi  

Cadwaladr University Health Trust. But his basis of plea, that the fraud was valued at 

£18,000, was accepted by the court. The court heard that Roberts stole new laptops to 

sell on eBay and installed old NHS computers at work instead. Judge Timothy Petts  

rejected a suggestion that Roberts should receive a suspended  

sentence and said it was so serious that it had to be served immediately. He added that 

it was not a victimless crime, which took money away from patient care  

directly. The cost and time of the investigation itself could clearly be better spent on 

caring for patients, Judge Petts said. Roberts did not admit his guilt until a month  

before his trial was due. The prosecution said that procedures within Betsi Cadwaladr 

University Health Board had been tightened up, but prior to this, "a great reliance was  

placed on individual trust". Probation officer Andrew Connah said the defendant described his own  

behaviour as "inherently stupid". He admitted that between June 2013 and March 2017 he dishonestly abused his position. 

Andrew Green, defending, said that the money lost in the fraud would be recouped from the defendant's NHS Pension. 

ALERT: ESR SELF SERVICE SALARY SCAM 

AuditOne has become aware of a fraud attack where NHS staff are being actively targeted. 

The staff member receives an email with a false incentive such as a pay rise. The email  

contains a link to a website which appears the same as the NHS ESR self service log in 

page. The fake page allows the fraudster to collect the staff member’s username and pass-

word. From here the fraudster can access the staff member’s legitimate ESR account and 

change the bank account details.  

As well as being able to change the staff member’s bank account details they will also be 

able to access further information on the victim such as national insurance number, date 

of birth, address, email address, phone numbers and emergency contact details. The  

National ESR team, financial institution counter fraud teams, NHS Digital and the police are 

investigating the matter and looking at future prevention methods.   

Please be extra vigilant if you receive an email that prompts you to access your ESR self service.  



The Financial Conduct Authority (FCA) and The Pensions Regulator (TPR) are joining forces 

again this summer to warn the public about fraudsters targeting people’s retirement sav-

ings. This warning comes as new research suggests that 42% of pension  

savers, which would equate to over 5 million people across the UK, could be at risk of falling 

for at least one of six common tactics used by pension scammers. The likelihood of being 

drawn into one or more scams increased to 60% among those who said they were actively 

looking for ways to boost their retirement income. Pension cold calls, free pension reviews, 

claims of guaranteed high returns, exotic investments, time-limited offers and early access 

to cash before the age of 55 could all tempt savers into risking their retirement income. 

The research also found that those who consider themselves smart or financially savvy 

are just as likely to be persuaded by these tactics as anyone else. Pension savers were 

tempted by offers of high returns in investments such as overseas property, renewable en-

ergy bonds, forestry, storage units or biofuels. However, exotic or unusual investments are 

high-risk and unlikely to be suitable for pension savings. Nearly a quarter (23%) of the 45-65

-year-olds questioned said they would be likely to pursue these exotic opportunities if 

offered them. 

Helping savers to access their pensions early also proved to be a persuasive scam tactic. 

One in six (17%) 45-54-year-old pension savers said they would be interested in an offer 

from a company that claimed it could help them get early access to their pension. However, 

accessing your pension before 55 is likely to result in a large tax bill for the saver. 

23% of all those surveyed said they’d talk with a cold caller that wanted to discuss their pen-

sion plans, despite the government’s ban on pension cold-calls this January. Nearly a quar-

ter said they would ask for website details, request further information or find out what 

they’re offering, even if the call came out of the blue. 

Victims of pension fraud reported in 2018 that they had lost an average of £82,000. Pension 

fraud can be devastating, as victims can lose their life savings and be left facing retirement 

with limited income. As a result, the regulators are joining forces to urge pension savers to 

be ScamSmart and to check who they are dealing with before making any decision on their 

pension. Last year’s ScamSmart campaign resulted in more than 370 people being warned 

about unauthorised firms. This year’s campaign is currently running on TV, radio and online. 

4 SIMPLE STEPS TO PROTECT 

YOURSELF FROM PENSION SCAMS 

1. Reject unexpected pension 

offers whether made online, 

on social media or over the 

phone 

2. Check who you’re dealing 

with before changing your 

pension arrangements – 

check the FCA Register or call 

the FCA contact centre on 

0800 111 6768 to see if the 

firm you are dealing with is 

authorised by the FCA 

3. Don’t be rushed or pres-

sured into making any deci-

sion about your pension 

4. Consider getting impartial 

information and advice 



Victims have reported being offered the loans on their doorstep, via telephone, and over social media. Fraudsters target 

victims who currently receive government benefits, or are eligible for Universal Credit: The victim is contacted by a  

fraudster offering them a free or low cost Government loan or grant. The fraudster requests personal and financial  

information from the target and uses these details to apply for Universal Credit in the victim’s name, usually without  

informing the victim about it. The Department for Work & Pensions (DWP) approves the eligible claim and transfers money 

to the victim’s account. The fraudster then requests that the victim transfer them a significant portion of the  

money as a finder’s fee. The victim receives a letter from DWP about their Universal Credit application and realises that 

they have been duped. The victim is then left to repay the total amount initially borrowed. One victim was introduced to 

this scam by a friend on social media. The friend helped them receive the ‘free grant’ of over £1,000, only to later be asked 

to transfer £500 to the fraudster’s account as a finder’s fee. The victim only realised they had fallen victim to a scam after 

they received a letter from DWP.  

ALERT: FREE OR LOW COST GOVERNMENT LOANS & GRANTS SCAM 

HOW TO PROTECT YOURSELF: 

• Never share your personal or financial information with someone you don’t 

know and trust, especially if it’s in response to an offer of free money or a free 

grant. 

• DWP will never approach you in the street or ask for your personal/financial 

details over social media. 

• If you have concerns about your benefits, you should visit www.gov.uk/

contact-jobcentre-plus 

• If you suspect your identity may have been stolen, you can check your credit 

rating quickly and easily online. You should do this every few months  

anyway, using a reputable service provider and following up on any  

unexpected or suspicious results. 

NATIONAL CASE: FINANCIAL RECOVERY SUCCESS FOLLOWING NHS FRAUD CONVICTION 

A surgeon who lied about the number of operations he had carried out to get a lucrative job has been jailed for six years. 

Sudip Sarker told interviewers in 2011 he had performed 85 keyhole bowel operations, 51 of them working solo. The true 

figure was just six. He was appointed to an £84,000 job at the Alexandra Hospital in Redditch, but immediately struggled. 

Sarker was convicted of fraud. Worcestershire Acute Hospitals NHS Trust previously said he worked at the trust for 14 

months, until his suspension in October 2012, which led to his dismissal. What judge Robert Juckes QC described as Sarker's 

"gross exaggeration" has since led to the trust facing more than £2m in medical negligence pay-outs. The judge told him: 

"You plainly understood what it was the hospital wanted you to talk about." Prosecutor Jacob Hallam QC told Worcester 

Crown Court Sarker had a "higher mortality rate" among his patients and a far higher complication rate. He was stopped 

from working and eventually sacked, but it cost the trust another £304,019 while he was suspended and  

investigated on full pay. Three of Sarker's patients had subsequently died, the court 

heard, although experts concluded there was "no evidence to support a case for  

manslaughter", his barrister, Martin Hicks QC, said.  Another surgeon at the hospital 

blew the whistle. An internal investigation and two expert-led independent reviews  

followed, with the Royal College of Surgeons uncovering Sarker's failings. Now serving 

his custodial sentence, Sudip Sarker recently appeared via videolink from prison at 

Worcester Crown Court where he was told he would be stripped of assets to recover 

the cost of the salary he should never have received in the first place. The judge made a 

confiscation order of £337,214 and Sarker was given three months on his release from 

prison to pay or face a default prison sentence of three years and eight months. Judge 

Cartwright said: "I direct that the confiscated amount be paid as compensation to the 

trust in question, Worcestershire Acute Hospitals NHS Trust." Sarker was also ordered to 

pay a contribution towards costs of £5,000 which also must be paid within three months of his release from prison. 



 

PHISHING, VISHING AND SMISHING  

WHAT IS IT?  

Any website, online service, phone call or text message that poses as a  

company or brand you recognise. Any contact like this is designed to  

convince you to hand over valuable personal details or your money or  

download something that infects your computer. The three terms are all 

plays on the word ‘fishing’, in that the fraudsters fish for potential victims by 

sending emails, social media messages or text messages or making phone 

calls with urgent messages in the hope of persuading someone to visit the 

bogus website. 

WEBSITES 

You may find a website pretending to be a well-known company, 

organisation or service. The aim of these websites is to convince 

you that you’re using a real online service so that you hand over 

your personal or banking details or send money. 

HOW TO PROTECT YOURSELF 

•Don’t assume anyone who has sent you an email or text message, or has called your phone or left you 

a voicemail message, is who they say they are. 

•If a phone call or voicemail, email or text message asks you to make a payment, log in to an online 

account or offers you a deal, be cautious. Real banks never email you for passwords or any other  

sensitive information by clicking on a link and visiting a website. If you get a call from someone who 

claims to be from your bank, don't give away any personal details. 

•Make sure your spam filter is on your emails. If you find a suspicious email, mark it as spam and  

delete it to keep out similar emails in future. 

•If in doubt, check it’s genuine by asking the company itself. Never call numbers or follow links  

provided in suspicious emails; find the official website or customer support number using a separate 

browser and search engine. 

HOW IT HAPPENS 

Phishing, vishing and smishing are done in many different ways. In the end, the aim is always to trick 

you into thinking you’re giving up personal information or making payments with someone you can 

trust, such as your bank, a government agency or a business or brand name. 

EMAILS 

Phishing emails encourage you to visit the bogus websites. They 

usually come with an important sounding excuse for you to act 

on the email, such as telling you your bank details have been 

compromised, or claim they’re from a business or agency and 

you’re entitled to a refund, rebate, reward or discount. 

The email tells you to follow a link to enter crucial information 

such as login details, personal information, bank account details 

or anything else that can be used to defraud you. 

Alternatively, the phishing email may try to encourage you to 

download an attachment. The email claims it’s something useful, 

such as a coupon to be used for a discount, a form to fill in to 

claim a tax rebate, or a piece of software to add security to your 

phone or computer. In reality, it’s a virus that infects your phone 

or computer with malware, which is designed to steal any  

personal or banking details you’ve saved or hold your device to 

ransom to get you to pay a fee. 

SOCIAL MEDIA 

Facebook, Twitter and other social media channels are also used to 

direct you to a spoof websites. Fraudsters create accounts that have 

similar usernames and profile pictures to official accounts to trick 

you into thinking you’re dealing with someone you can trust. 

Official accounts are ‘verified’ – they come with a checkmark icon 

next to their name, meaning they’ve proved themselves as the  

official company to the social media channel. 

PHONE 

Some fraudsters will call your landline or mobile, pretending to be 

from your bank, building society, a government agency or someone 

you do business with. This is known as vishing (voice + fishing). 

Alternatively, they’ll send you a text message that asks you to reply 

with your personal or banking details, or to call or text a  

premium-rate number they have created to run up a large bill. This 

is called smishing (SMS + fishing). 

HOW TO REPORT IT 

Report your concerns to Action Fraud. Search Action Fraud to find 

their online reporting tool or alternatively they can be contacted on  

0300 123 2040.  



NATIONAL CASE: PRACTICE MANAGER JAILED FOLLOWING £700K FRAUD 

A practice manager has been jailed for three years after stealing nearly £700,000 from two GP surgeries in a scam that 

forced doctors out of their jobs. Practice manager Karen Evans falsified patient records to divert hundreds of thousands of 

pounds in funding for medication, staff wages and medical supplies over a 15-month period to two bank accounts she  

controlled. Ms Evans used most of the money to login to online betting apps - on one occasion winning £120,000 but losing 

it on other bets in just days. She took a total of £582,265.65 from the worst-affected practice, Failsworth Group Practice 

near Manchester, in 327 illicit transactions. The first theft of £2,100 took place just a month after she was hired. The theft 

was only uncovered when doctors at the practice launched an investigation to find out why they had to arrange an overdraft 

to pay staff - and found their business account was £31,000 overdrawn. The practice began to receive claims for unpaid bills 

after Ms Evans had been  

dismissed, and one GP was 

forced to check through 

12,500 patient  records for 

falsified information ,          

uncovering 323 cases in which  

records had been tampered with. Nine patients whose records had been 

falsely marked 'end of life care' had to be reassured. Four of the five  

doctors at the surgery subsequently had to leave or take early retirement 

as a result of the thefts, the court heard. Police discovered Ms Evans had  

also stolen £77,000 from another GP practice in nearby Hattersley by falsifying paperwork over 

medical supplies while working there between 2012 and 2016. At Minshull Street Crown Court, 

Manchester, Ms Evans admitted two charges of fraud by abuse of position and was jailed for three 

years and four months. Prosecutor Duncan Wilcock said: 'The surgery was run as a small business by five doctors 

that worked there. Since that time only one of those five partners remain - the other four have either taken  

early retirement or gone to new places as a direct result of the defendant's actions. Matters came to a crunch in 

spring 2018 at the practice when a £25,000 overdraft had to be arranged so there were sufficient funds to allow 

for staff to be paid. The defendant was then tasked with producing a financial report but it would appear in the  

following weeks she was absent from work and didn’t attend the meeting or produce the report. Instead she produced some 

emails that signified that the financial position was much healthier than it actually was.  Judge Maurice Greene told Ms  

Evans her actions were 'calculated and cruel'. He said: 'You stole the money because of your gambling addiction but the 

abuse of position of trust you were in caused a serious detrimental effect on the victims of this case. It is quite clear that you 

are a lady with a gambling addiction and have accepted that. You are remorseful now and you do accept the need for  

treatment for gambling addiction but it is quite worrying that you could clock up well over half a million in a 15-month  

period. It’s so easy to gamble in this way and to lose money so quickly and that is what has happened.' 

PUBLICITY: NHS FRAUD TRACK THE TRUCK 

The NHS Counter Fraud Authority (NHSCFA) branded supply trucks asking 

those that spot them to ‘Help drive down fraud’ will be travelling the length 

of the country as they deliver supplies to NHS trusts and organisations. Along 

with the slogan, each truck features details of the confidential, 24 hour fraud 

and corruption reporting line. In collaboration with NHS Supply Chain, the 

NHSCFA will launch a number of campaign initiatives and ideas throughout 

the year to highlight counter fraud work in the NHS and the continued fight 

against NHS fraud. 



 MEET THE COUNTER FRAUD TEAM  

Terry Smith  

Head of Service  

T: 0191 441 5939   

E: terry.smith@audit-one.co.uk 

Paul Bevan 

Counter Fraud Specialist 

T: 0191 441 5918   

E: paul.bevan@audit-one.co.uk 

Iain Flinn 

Counter Fraud Specialist 

T: 0191 441 5935  

E: iain.flinn@audit-one.co.uk 

Stephen Veitch 

Counter Fraud Specialist 

T: 0191 333 3012   

E: stephen.veitch@audit-one.co.uk 

Martyn Tait 

Counter Fraud Specialist 

T: 0191 333 6218  

E: martyn.tait@audit-one.co.uk 

Simon Clarkson 

Counter Fraud Specialist 

T: 01228 635 597   

E: simon.clarkson@audit-one.co.uk 

Kathryn Wilson  

Counter Fraud Specialist 

T: 0191 441 5933   

E: kathryn.wilson@audit-one.co.uk 

Gemma Collin  

Counter Fraud Support 

T: 0191 333 3011   

E: gemma.collin@audit-one.co.uk 

Rebecca Napper 

Counter Fraud Manager 

T: 0191 441 5941   

E: rebecca.napper@audit-one.co.uk 

Michelle Watson 

Counter Fraud Manager 

T: 0191 333 3074  

E: michelle.watson@audit-one.co.uk 

Gary Ross 
 

Security Management Specialist 
 

T: 0191 333 3011 

E: gary.ross@audit-one.co.uk 

David Wearmouth 

Counter Fraud Specialist 

T: 0191 333 3011  

E: dave.wearmouth@audit-one.co.uk 

Nikki Cooper 

Counter Fraud Specialist 

T: 01482 866 800 

E: nikki.cooper@audit-one.co.uk 

James Paxton 

Counter Fraud Specialist 

T: 0191 333 3011   

E: james.paxton@audit-one.co.uk 

FRAUD REPORTING HOTLINE 

0191 441 5936 
0800 028 4060 NATIONAL FRAUD REPORTING HOTLINE 


